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(54) Mobile apparatus with remote lock and control function 



(57) The invention relates to a mobile apparatus 
with a remote lock and control function, more particular- 
ly, after theft or loss of the apparatus, it is possible to 
remotely lock it by sending a lock command, e.g. an 
SMS message. The apparatus may also be controlled 
to upload information enabling the user to retrieve val- 
uable information stored in the apparatus. The appara- 



tus (1 ) comprises a control unit (2) and registers (3) for 
controlling the operation of the apparatus, including re- 
ceiving messages (6). According to the invention, the 
apparatus further comprises locking means (4) capable 
of detecting codes in messages received and, in de- 
pendence of a lock code, sending a lock command to 
the control unit (2) for rendering the mobile communica- 
tion apparatus (1) at least partially inoperable. 
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Description 

Field of invention 

[0001] The present invention relates to a mobile ap- 
paratus with a remote lock and control function, more 
particularly, after theft or loss of the apparatus, it is pos- 
sible to remotely lock it by sending a lock command, e. 
g. an SMS message. The apparatus may also be con- 
trolled to upload information enabling the user to retrieve 
valuable information stored in the apparatus. 

State of the art 

[0002] A lot of phones are lost or stolen and these 
phones contain an increasing amount of private, per- 
haps sensitive, information. It would be useful if a lost 
or stolen phone could be completely locked as soon as 
possible after it is lost by the use of a friend's phone or 
a web site. The phone lock should be possible to reverse 
if it is found, so that it immediately can be used with its 
original information. 

[0003] There are four actions a user can perform to- 
day related to phone theft. 

[0004] One is to contact the operator and invalidate 
the IMEI number. After contacting the operator, it typi- 
cally takes a few days before the phone is invalidated 
in the network. 

[0005] The second action is to invalidate the SIM card 
itself in the network. This invalidation will in most cases 
take only a few minutes to implement in the network. 
[0006] The third action, which is of a preventive na- 
ture, is to use the phone locking mechanism usually im- 
plemented in mobile phones, in which case the user 
must either enter a code at each power on or the phone 
is automatically locked when used with another SIM 
card. 

[0007] The fourth action is to enable the SIM card's 
PIN code, in which case the phone will be inaccessible 
while using the locked SIM card unless the correct PIN 
code is entered. If both phone lock and SIM card PIN is 
active the user must enter two separate codes at each 
start-up. 

[0008] However, invalidating the IMEI does not nec- 
essarily prevent access to the phone itself, nor does the 
SIM card invalidation. Enabling phone lock at each start- 
up will prevent unauthorised access to data, but locking 
the phone to one specific SIM card only does not prevent 
somebody to access the content of the phone, as long 
as the original SIM card is used. Enabling the SIM card's 
PIN code will only have an effect after the phone have 
been powered off and then on again. 
[0009] The only way to achieve protection of the 
phone's content and unauthorised use of the SIM card 
using currently available solutions is to use the phone 
locking feature described above, in combination with en- 
abling the SIM PIN code. This solution is not optimal 
since it requires the user to always enter the PIN code 



every time the phone is powered on, and perhaps even 
the phone lock code, and the protection is not activated 
unless the phone first is powered off. 
[0010] The present invention solves this problem by 
5 introducing a remote lock and control function into the 
phone. Then a user that looses his phone can send a 
special message, typically an SMS, to his lost phone 
that will lock the phone. 

10 Summary of the invention 

[0011] The invention provides a mobile communica- 
tion apparatus capable of communicating via a telecom- 
munication network, comprising a control unit and reg- 
15 isters for controlling the operation of the apparatus, in- 
cluding receiving messages. 

[0012] According to the invention, the apparatus fur- 
ther comprises locking means capable of detecting 
codes in messages received and, in dependence of a 
20 lock code, sending a lock command to the control unit 
for rendering the mobile communication apparatus at 
least partially inoperable. 

[0013] Preferably, when rendered partially inopera- 
ble, the apparatus is arranged to receive a first unlocking 
25 code restoring the apparatus to normal operation. 
[0014] The apparatus may further comprise a card 
reader for reading a smart card, such as a SIM card, 
containing control information necessary for the opera- 
tion of the apparatus, and the locking means, when ac- 
30 tivated, is arranged to automatically lock the apparatus 
when a smart card is replaced by another. 
[0015] Suitably, when locked, the apparatus is ar- 
ranged to receive a second unlocking code restoring the 
apparatus to normal operation. 
35 [0016] The first unlocking code may be the same as 
the second unlocking code. 

[0017] In one embodiment, the apparatus, when ren- 
dered partially inoperable, is arranged to maintain con- 
tact with the telecommunication network and to receive 
<o commands for remotely controlling operation of the ap- 
paratus. 

[001 8] Preferably, the commands include a command 
to upload specific information from the apparatus, such 
as phone book, messages, images, settings or other us- 
45 er data, via the telecommunication network to a remote 
receiver. 

[001 9] The apparatus may be arranged to keep track 
of its position and to receive a command to upload in- 
formation about its position via the telecommunication 
so network to a remote receiver. 

[0020] The apparatus may be arranged to empty all 
registers after having uploaded specific information 
from the apparatus to a remote receiver. 
[0021] The commands may include a command to 
55 Jock the smart card, so that the smart card cannot be 
used in another apparatus. 

[0022] Suitably, the command is a command to acti- 
vate the SIM card PIN code. 
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Brief description of the drawings 

[0023J The invention will be described below in detail 
with reference to the accompanying drawing, of which 
the only Figure is a schematic view of an apparatus in 
accordance with the invention connected in a telecom- 
munication network. 

Detailed description of preferred embodiments 

[0024] The invention will be described in relation to a 
mobile phone. The invention is also applicable in other 
devices, e.g. communicators, electronic organisers and 
the like portable apparatuses capable of communicating 
via a telecommunication network. 
[0025] Fig. 1 shows a mobile phone 1 according to the 
invention. The phone contains the usual mobile phone 
functions for handling calls and messages, such as SMS 
(Short Message Service). The phone also contains a 
card reader 5 for a SIM card (Subscriber Identity Mod- 
ule) holding information about the phone number and 
also containing registers available for the user to store 
information. The phone also contains a built-in register 
or memory means 3 storing software and other informa- 
tion e.g. settings. The memory means 3 also contains a 
space available to the user for storing information. All 
these functions and means are conventional and not de- 
scribed in detail here. The telephone is arranged to com- 
municate with other devices by means of a telecommu- 
nication network only symbolised by means of the block 
arrows. 

[0026] The user often spends a lot of efforts loading 
information into the phone and/or the SIM card, such as 
messages received and sent, images such as photos, 
calendars and settings with regard to the operation of 
the phone, such as ring signals, profiles etc. When the 
user looses his phone including the SIM card, not only 
may an unauthorised person use the original user's sub- 
scription but also the sensitive and valuable contents of 
the phone are lost. 

[0027] With the present invention the user is offered 
the possibility to lock the phone remotely by sending a 
special lock command to his phone. Suitably, the com- 
mand is contained in a message 6 such as an SMS to 
the phone 1 and may be sent to the phone by another 
phone 8 or through a web site by means of a connected 
computer 7. The SMS 6 will contain a code and a spe- 
cific tag. The phone 1 contains a detection means 4 
adapted to detect the code and respond to the code by 
sending a command to the control unit 2 to render the 
phone at least partially inoperable, so that the unauthor- 
ised person may not use the phone. 
[0028] The user initiates the function by means of the 
ordinary phone keys by entering the code, which of 
course should only be known to the phone owner. Pref- 
erably, the code is long, at least twenty characters cho- 
sen from the whole character set, in order to minimise 
the probability for a random message sent to the phone 



to lock the phone accidentally. When the code is set , the 
user may activate the lock function. 
[0029] If the original owner gets his phone back he 
can unlock the phone and continue to use it as before. 

5 The user enters an unlocking command and then the 
phone requests the correct unlocking code to be un- 
locked. Alternatively, the phone is adapted to request 
the unlocking code automatically. 
[0030] As an additional precaution, the SIM card PIN 

w code may be activated, such that the SIM card can not 
be moved to another phone and be used there without 
entering the SIM card locking code. 
[0031] If the user has not activated the SIM card PIN 
code when the phone is lost, he may activate it by means 

is of another command sent in a message. This command 
may be sent in the same SMS as the lock command. 
Alternatively, the lock command may automatically ac- 
tivate the SIM card PIN code. 
[0032] Also, when the lock function according to the 

20 invention is activated the phone should also be locked 
by means of the conventional phone lock mechanism, 
such that it can not be used with another SIM card with- 
out first unlocking the phone with the proper phone un- 
locking code. This way, the thief may not just switch off 

25 the phone and then use it with another SIM card. The 
user may select the unlocking code according to the in- 
vention to be the same as the conventional phone lock- 
ing code. 

[0033] In one embodiment, the phone remains in con- 
30 tact with the telecommunication network after having re- 
ceived the lock command by means of the SMS. Even 
though the phone is locked for ordinary use it can re- 
ceive further messages. In accordance with the inven- 
tion, the phone may further be adapted to receive com- 
35 mands to remotely control the phone. In this way, the 
original owner may send messages containing codes 
commanding the phone to upload information through 
the telecommunication network. Preferably, the phone 
is adapted to upload specific information, like the phone 
40 book, e-mails, SMS messages, MMS messages and 
pictures etc to a server 9 in the network, e.g. run by the 
telecommunication operator or someone else offering 
this service. From this server, the original owner may 
gain access by means of his user identity and a pass- 
es word, which may be identical to the unlocking code, for 
downloading the information to his computer 7 for for- 
warding e.g. to his new phone 8 or directly to a mobile 
phone 8. 

[0034] The phone may also be adapted to keep track 
50 of its own position. In this case the specific information 
may comprise the phone position so that the phone may 
be found. 

[0035] A further command could be to empty the 
phone completely as soon as ail the specific information 
55 has been uploaded. 

[0036] During the uploading of information, the 
phone's display should look normal, so that the upload 
is invisible to the unauthorised user. In this way it is 
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avoided that the unauthorised user switches off the 
phone or interferes with the information transfer in an- 
other way. 

[0037] The invention reduces the risk for unauthor- 
ised phone and data use when the phone is lost. It se- 
cures all valuable data contained in the phone and 
makes it possible to retrieve the data even if the phone 
is never recovered. The great advantage of this solution 
compared to the currently available solutions is that 
once it is set up by the user, it is completely transparent 
- no PIN codes that must be entered on start-up or an- 
ything else. The only time the user must actively do 
something is when the phone is actually lost. 



Claims 

1 . A mobile communication apparatus (1) capable of 
communicating via a telecommunication networic, 
comprising a control unit (2) and registers (3) for 
controlling the operation of the apparatus, including 
receiving messages (6), characterised by 
further comprising locking means (4) capable of de- 
tecting codes in messages (6) received and, in de- 
pendence of a lock code, sending a lock command 
to the control unit (2) for rendering the mobile com- 
munication apparatus (1) at least partially inopera- 
ble. 

2. An apparatus according to claim 1 , characterised 
in that, when rendered partially inoperable, the ap- 
paratus is arranged to receive a first unlocking code 
restoring the apparatus to normal operation. 
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and to receive commands for remotely controlling 
operation of the apparatus. 

8. An apparatus according to claim 7, characterised 
in that the commands include a command to upload 
specific information from the apparatus, such as 
phone book, messages, images, settings or other 
user data, via the telecommunication network to a 
remote receiver (7, 8, 9). 

9. An apparatus according to claim 7, characterised 
in that the apparatus is ananged to keep track of 
its position and to receive a command to upload in- 
formation about its position via the telecommunica- 
tion network to a remote receiver (7, 8, 9). 

10. An apparatus according to one of claims 7, 8 or 9, 
characterised in that the apparatus is arranged to 
empty all registers (3, 5) after having uploaded spe- 
cific information from the apparatus to a remote re- 
ceiver (7, 8,9). 

1 1 . An apparatus according to claims 3 and 7, charac- 
terised in that the commands include a command 
to lock the smart card, so that the smart card cannot 
be used in another apparatus. 

12. An apparatus according to claims 4 and 11, char- 
acterised in that the command is a command to 
activate the SIM card PIN code. 



An apparatus according to claim 1 or 2, character- 
ised in that the apparatus further comprises a card 
reader (5) for reading a smart card containing con- 
trol information necessary for the operation of the 
apparatus, and in that the locking means, when ac- 
tivated, is arranged to automatically lock the appa- 
ratus when a smart card is replaced by another. 
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An apparatus according to claim 1, characterised 
in that the smart card is a SIM card. 

An apparatus according to claim 3 or 4, character- 
ised in that, when locked, the apparatus is ar- 
ranged to receive a second unlocking code restor- 
ing the apparatus to normal operation. 

An apparatus according to claim 5, characterised 
in that the first unlocking code is the same as the 
second unlocking code. 
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An apparatus according to any one of the preceding 
claims, characterised in that, when rendered par- 
tially inoperable, the apparatus is arranged to main- 
tain contact with the telecommunication network 
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